February 2023

-SAFETY

UPDATE
EDUCATIONAL
TRUST

HALF TERMLY UPDATE

Welcome to our latest update! Lionheart Educational Trust is now sending out an e-safety update every half term, prior to the
school holidays, in order to support parents and students. Due to the nature of widespread internet use at the moment, you will
find this is a bumper edition this half-term, containing advice and support from a wider range of sources.

This update will feature resources by the National Online Safety organisation.

A FREE ONLINE SAFETY GUIDE ON CYBER RESILIENCE

In the last couple of decades, the volume of online traffic has increased exponentially - but, by and large, people’s awareness of
the accompanying risks hasn't grown along with it. To illustrate the scale of the issue, consider this: a report by the Internet Crime
Complaint Centre found that, in the US during 2020, there was a successful cyber-attack every second. Yes: every second.

Criminals continue to find new and devious ways to attempt to hijack our online transactions and harvest our private information.

To them, the smart devices that many of us now use as standard at home are simply a convenient back door into our lives - and our
networks. Check out our #WakeUpWednesday guide for advice on beefing up your household's cyber resilience. In the guide you'l find
tips on a number of potential risks such as how to use a password manager, how to back up your data and how to check for breaches.

A FREE ONLINE SAFETY GUIDE ON DIGITAL LIVES

Most parents frequently chat with their child about how things are going at school or what's happening in their friendship groups
- but those discussions often doesn't extend to youngsters’online activities. In fact, National Online Safety conducted a recent
survey which found that only slightly more than half (54 %) of parents regularly talk to their children about staying safe online.

It can be an awkward topic to broach and, of course, it needs not to feel intrusive. However, just checking in with your child about
their digital life can get them thinking about online safety and alert you to any issues they might be having. In support of Safer
Internet Day 2023, our #WakeUpWednesday guide has some useful tips on potential ways to start those conversations.

In the guide you'll find a number of useful tips such as being as honest as possible, discussing how misleading the online world can
be and creating a family agreement’.

A FREE ONLINE SAFETY GUIDE ON TWITTER

Twitter is a social media network which allows users to post short messages (‘tweets’) of up to 280 characters. Tweets can consist
of text, photos, videos, audio, links, polls and GIFs - often linked by hashtags if they share a common theme or message. Hashtags
receiving high levels of interest are said to be ‘trending’. Twitter users can engage with other people’s posts by liking, retweeting
(sharing) or tweeting back (commenting on). Since the entrepreneur Elon Musk acquired Twitter in 2022 for S44 billion, the platform
has undergone several major changes.

A FREE ONLINE SAFETY GUIDE ON WORLD OF WARCRAFT

World of Warcraft originally launched way back in 2004, and since then the game has blossomed into a major entertainment
property. It's spawned spin-off novels, merchandise and even a Hollywood movie adaptation ... but why are we still talking about
itin 2023? World of Warcraft's most recent iteration, Dragonflight, launched last November and marks the game’s ninth major
expansion. This latest addition has attracted a whole host of lapsed players back to the game - as well as newcomers jumping into
the realm of Azeroth for the first time.

In the guide, you'll find tips on a number of potential risks such as the potential for online addiction, in-game purchases and
simulated violence.

A FREE ONLINE SAFETY GUIDE ON 10 WAYS GAMING CAN SUPPORT POSITIVE OUTCOMES

Gaming, of course, is phenomenally popular with children and young people. In 2021, for instance, more than three-quarters of
teenagers played online games, with almost 70% of primary school aged children doing likewise. If enjoyed in moderation and
supported by a healthy routine (staying hydrated, good sleep habits, taking breaks and so on), gaming can actually benefit a
person’'s mental health. As long as we stay alert for potential risks, games can be much more than what we see on the surface:
they can be a way to socialise, an avenue for creativity and a route to solving problems. Our top ten tips outline how gaming
online can sometimes work to your child's advantage.

In the guide you'll find a number of potential benefits including a sense of achievement, learning about teamwork and
encouraging creativity.
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At Hational Online Salety, we believe inempowering porents, carers and trusted adults with the infermation to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focusos on one of many issues which we believe trusted adults should be awara of. Please visit www.natienalonlinesotety.com for further guides, hints and tips for adults.
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As a society, we're increasingly using technology and tech services in the home. | assistants which can adjust the

heating or turn lights on and off; streaming services for shows and movies on demand; games consoles; smart

i speakers; phones; laptops ... the list goes on. As we introduce each new gizmo to our homes, however, we increase
1 the level of threat from cyber criminals. It's essential, therefore, that we learn to become more cyber resilient in

' relation to the devices and digital services that the people in our household use.

WHAT IS ‘CYBER RESILIENCE?’

Cyber resilience focuses on three key areas: reducing the likelihood of a cyber
attack gaining access to our accounts, devices or data; reducing the potential
impact of a cyber incident; and making the recovery from a cyber attack easier,

should we ever fall victim to one.

12. STAV SCEPTICAL (_

Cyber criminals commonly use
various methods, including emails,
text messages and social media
posts. Be cautious of any messages
sts that are out of the ordinary,

r something too good to be true
or emphasise urgency - even if they
dppedr to come from someaone you
know.

11. KEEP HOME
DEVICES UPDATED %3¢ ==

Download official software updates
for your household's mobile phones,
laptops, consoles and other
internet-enabled devices regularly.
Security improverments and fixes are
a key feature of these updates - so
by ensuring each device is running
the latest version, you're making
them more secure.

10. CHANGE DEFAULT
[OT PASSWORDS

?::es from the ‘Internet of Things'

| The lenger, less common and
predictable o password is, the
more difficult it becomes for cyber
criminals to crack. The National Cyber
Security Centre’s ‘three random
words’ guidelines are ideal for
creating a long password which is
easy to remember but hard to guess.
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" 2. AVOID RE-USIN
PASSWORDS

. When you use the same password
- acrass diferent logins, your cyber
© ' resilience is only as strong as the

| security of the weakest site or service
you've signed up for. If cyber
criminals gain dccess your usermname
and password for one site or service,

! they'll definitely try them on others. 9?
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3. USE A PASSWORD_ &—
MANAGER

a |
A good way to juggle different
| passwords for every site or service
- you use is to have a password
manager. This software stores all
your passwords for you, so
simply need to remember the maoster
Fassword. LastPass, Dashlane,
Password and Keepear are all
excellent passwor

&. BACK UP YOUR DATA

Keep a copy of your data usin
oneDrive, Google Drive or another
reputable cloud-bosed storage

© solution. If it's extremely important or
—  sensitive information, you could even
— decide to keep more than one

mck-u%uars on - by saving ittoa

removable USB drive er similar device,
for example.

S. ENABLE MULTI-FACTOR 6. CHOOSE RECONERY
AUTHENTICATION (MFA) S QUESTIONS WISELY

Some services let you set ‘recovery

1aT), such as ‘smart’ hame
appliances, are often supplied with
defoult passwords. This makes them
quicker to set up, but also less secure
= criminals can identify these
standard passwords more easily, 50
change them on your loT devices as
soon as possible.
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9.CHECKFOR (-
BREACHES

mManagers.

You can check if your personal
information has been involved in any
known data breaches by entering
your email address at
www._haveibeenpwned.com [Ives. that
spelling is correct!). It's useful if you're
worried about o possible attack - or
simply as motivation to review your
% account security.
L

7. SET UP SECONDARY 8. KEEP HAVING FUN
ACCOUNTS WITH TECH

Some services provide the Consider our tips in relation to

Multi-facter authentication is t
where you need access to your questions’ - such as your birthplace ' facility to add secondary the gudglets and online services your
phone it receive a code, for or a pet’s name - in cose you forget accounts, phone numbers and household uses. Protect roursalf and
example) or another sourceto your password. Take care not to use 50 on to help with potentially recovering your family, and don't let the bad =
confirm your identity. This makes it information you might have mentioned {our account. Make sure ?;ou set these up: guys win: devices are not only
far more ditficult for cyber criminals or are likely to in future) on social media. hey will be vital if you're aving trouble integral to modern lite but also a lot
~k to gain entry to your dccounts and Maora un'predicwble answers make cyber logging in or if you're trying to take back of fun - so as long as you keep safety
your data, even if they do manage to criminals’ task far harder. control of your account after a cyber and security in mind, don’'t stop
get your username and password. attack. enjoying your tech.
. A_
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At Hational Online Salety, we believe in empowering parents, corers and trusted odults with the information to hald aninfermed conversation about online safety with their children, should they feel
itis neaded. This guide locusos en one of many issues which wo baliove trusted adults should be awaro of. Ploase visit www.nationalenlinesafoty.cam for furthor guides, hints and tips for odults.

i, Tips for Encouraging Open Discussions about E

DIGITAL LIVES

The anline world is an entirely familiar and commeonplace part of life for today's children and young
n people, far more so than for previous generations. There are many positives to children being able to
faccessionline materials, so it's important not to demonise the internet, games and apps, and limit,the

benefit of thalr positive aspects. At the same time, we do have a responsibility to educate children

e
Gboutthe hazards they may encounter online (just as we would about real-world dungers] S0 |t‘s= u
essentlu} that we don’t shy away from talking to them about the complex — andloften/sensitivel=

4 subject of what they do andwhat they see when they're onllne . SR
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Here are some suggestions for
kicking off conversations with your
child about their digital life ...
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27°  ONLINEISREAL
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BE OPEN AND HONEST,
APPROPRIATE TO THEIR AGE

At various sta ehlldmnand ul
baeulla”' ﬂm

fore t such as
tomm:r-luﬁun:hip. r body,

having perfect skin and so on. ' I

e
TRV}IO REMAIN g
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= angry or fearful. Our
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made; and about sexual health. im
child knows that they can discuss these
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about what they've seen. yourself
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immediately know answers to thair
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go back to once you have the facts.
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Involving your whole household in

oomi up with a family agreement
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REMIND YOUR CHILD THEY
CAN ALWAYS TALK TO YOU

“in
my role | work with many childran
and you who admit
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- KEEP TALKINGT

The most valuable advice we can give is to keep
talking wlth yaur child uhont their digital lives.
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At Hational Online Salety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itie needed. This guide fecuses on one of many apps which we believe trusted adults should be oware of. Pleose visit www.nationalonlinesatety.com for further guides, hints and tips for adults.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the infermation ta hold an infermed conversation about online safety with their children, should they
feelit is needed. Thiz guide focuses on one game of many which we believe trusted adults should be oware of. Please visit www.nationolonlinesafety.com for further guides, hints and tips for adults.
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SIMULATED VIOLENCE
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At Hational Online Salety, we believe inempowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we balieve trusted adults should be awara of. Please visit www.nationolonlinesafety.com for further guides, hints and tips for odults.

10 WAYS GAMING CAN

SUPPORT POSITIVE OUTCOMES .
in Children and Young People 7

Gaming, of course, is phenomenally popular with children und young people. In 2021, for instance, more than three-quarters of
teenagers played online games, with almost 70% of primary school aged children doing likewise. If enjoyed in moderation
and supported by a healthy routine (staying hydrated, good sleep habits, taking breaks and so on), gaming can actually
benefit a person’s mental health. As long as we stay alert for potential risks, games can be much mere than what we
see on the surface: they can be a way to socialise, an avenue for creativity and a route te solving problems. Check h
out our top ten tips on how gaming online can sometimes work to your child’s advantage .. il r f
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