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Welcome to our latest update! Lionheart Educational Trust is now sending out an e-safety update every half term, prior to the
school holidays, in order to support parents and students.

This update will feature resources by the National Online Safety organization;

SMARTPHONE SAFETY TIPS FOR YOUNG PEOPLE

According to Ofcom, 69% of under-18s use a smartphone as their main method of going online. Additionally, 49% of children
use them for online gaming - putting smartphones only behind consoles (59%) as the device of choice for playing games

on. Most people won't require such statistical evidence, however, to acknowledge the huge importance of phones to young
people.

Given that Santa's recent visit is likely to have bestowed smartphones on an even greater number of young people, it's a
particularly opportune moment to ensure that children are able to use their handsets responsibly - and, above all, safely.
From passcodes to parental controls, and from screen time to scams, this guide has the essential advice.

WHAT CHILDREN & YOUNG PEOPLE NEED TO KNOW ABOUT FREE SPEECH
VS HATE SPEECH

Freedom of expression is enshrined in international law. Some individuals, however, misunderstand the right to share their
opinions as a license to target others with the most horrendous prejudice. So how do we balance people’s prerogative to have
their voice heard against everyone's right to live in a respectful, inclusive society?

This conflict frequently unfolds in the digital world. Online posters can be falsely accused of hate speech, while actual hate
is often defended as merely being ‘free speech’. To help children and young people learn to identify the boundaries and
recognise genuine hate speech when they see it, this guide provides some helpful definitions and guidelines.

WHAT PARENTS AND CARERS NEED TO KNOW ABOUT PERSUASIVE
DESIGN ONLINE

For many companies who operate in the online space, attention and engagement are the holy grail. Social media sites in
particular make deliberate creative choices to keep people scrolling, reading, watching and clicking. This phenomenon is
known as ‘persuasive design’and it's being employed in the vast majority of the digital world's most popular destinations.

A study by the charity 5Rights Foundation concluded that “...the brain’s response to rewards and punishments can be
leveraged through persuasive design to keep children online.” To tie in with Safer Internet Day 2024, this guide can help to
educate youngsters on the effects of persuasive design - and suggests ways to insulate themselves from its influence.

WHAT PARENTS AND CARERS NEED TO KNOW ABOUT MONKEY

With Omegle finally shutting down in late 2023, the top spot among video chat services is up for grabs - and Monkey has its
eyes set on the crown. Randomly matching its users for 15-second conversations, the platform's developers claim to have
created a dynamic online space for people to make new connections and, potentially, even some new friends.

Despite these innocuous-sounding intentions, however, Monkey has been criticised for moderation which may not be
comprehensive enough to defend against the obvious dangers that unregulated, random video calls pose to the younger
element of the site’'s userbase. This guide tells trusted adults what they need to know about Monkey.
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At Nationdl Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an infermed conversation about online safety with their children, should they feel
itis needeod. This guide focuses on one of mony devices which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adults.

You may have been lucky enough to have unwrapped a smartphone at Christmas, or you might be
eagerly anticipating getting a new one at some point during this year. Whether it'll be your first ever
phone or an upgrade on your old model, it's always useful to have a refresher about how to set it up and
adjust the settings to keep yourself — and your valuable personal info - safe and secure. We've collected

some expert tips to help you enjoy your smartphone in the healthiest way possible.

" NEVER SHARE
YOUR PASSCODE

Alnnglldsfnca or fingerprint
passcode is crucial

to uoﬂocking your phomqnd

accessing your apps and personal

information. You shouldn’t give it

out, even to close friends — after all,

. you wouldn't hand them a key to

© your house and let them go in for a
nosey around! If a friend wants to
use your phone, ask them why and

. make sure you can see what they're

doing with it.

"L

RESPECT PARENTAL
CONTROLS

If you're allowed to have a
smartphone, it's because your
parents or carers feel that you're
mature and responsible enough to
use it safely. They might set controls
and boundaries on your device - not
to spoil your fun but to help you avoid
hazards like too much screen time or
costly in-app purchases. Following
these rules means you can enjoy
using your phone while respecting
their wishes.

TALK TO A TRUSTED @,@
ADULT

Whether it's to listen to music, p1uy
ames, create content or chat with
riends, using a srmartphone should

be fun. If you're ever feeling anxious,

worried or scared uboutgn ng on

your phone, then something isn't

right. It's important not to ignore

these feelings; instead, talk to

a trumsfl adult ubnu':twhut‘s

ha n and how it's

muplﬁ:g ;'gu feel.

SIABT QQ‘

Two words: look up. It might sound
' obvious, but it's so easy to get

immersed in what we're looking at
or listening to on our phones that we
can become unaware of our
surroundings - or who might be
around us. People often walk with
their head down, focusing on their

‘ phene, and forget to check for
obstacles in their path, cars or other
pedestrians coming towards themn,
which is clearly dangerous.
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Dr Claire Sutherkand is an online satety consultant, educator and researcher
who has developed ond implemented anti-bullying ond cyber sofety
policies for schoods, She hat writhen various ecademic papent and carried
out research for the Australian government comparing intermet use and
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DEVELOP HEALTHY
HABITS

Phones offer a vast amount of
content and the chance to chat
with friends whenever we feel like

it, which can make it difficult to take
time away from the screen. If that's
something you struggle with, you
could try setting time limits on
cartain apps. Putting our phones
down for a while gives us more time
to interact with others or g: -
somethi hysmul that helps keep
us fit um;?mo s

v g

over the phone.

IGNORE UNKNOWN
NUMBERS

There are some scammers who
might call or taxt asking you to
share personal data or to click on a
link and provide your details. Some
may claim to be from a genuine
company, but trustworthy
businesses don't spontaneously call
or message to ask for your
information. It's safest to ignore calls
or texts from unknown numbers, and
never give your personal details out
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AGE-APPROPRIATE APPS >

Before downloading a new app

game, check what ratin |t hus
Don't feel pressured into gett
particular game or app just bocuusa
?WI‘ friends are using it. If it's
ntended for older people, there's a
definite risk that it could include
content (which is violent or
frightening, for instance) or
language which isn't suitable and
may leave you feeling upset or
disturbed.

TEMPTATION
A good night's sleep is so important
for concentration, mood and overall
health. Unwinding properly before
going to bed — which means not
staring at a screen late at night —
can n improve sleep quality. Put
your phone on charge overnight,
but not in your room. This means
you'll have a lot less temptation to
check any notifications, reply to
messages or get caught up
serolling on secial media.

adl’ B AT e
THINK ABOUT OTHERS

Watching videos,
listening to music or calling ?ﬁ
someona can all halp to pass
the time while we're on the bus, -
waiting in a queue or walking down r
the street. It's important to remain
mindful of other people, though: they
might not want to hear your tunes or f
your conversation. Likewise, if you're
mllln? frem a public place then

arget that anyone could
overhear something personal about

you.
SWITCH OFF mj
In your phone's settings, you'll
bev:blega disable ga-o?oc‘crttmn for
individual apps and photos: this

means that pecple online (including
strangers) can't see information

about where you are when you share

or post a pic. On the subject of

images, it's also important to ask
permission befora taking or sharing

a photo of someone — and don't

share embarrassing images of r
friends with Uthw&g 2 ez

YW @natonlinesafety
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 17.01.2024



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to held an informed conversation about online satety with their children, should they feel
it is needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adults.

Everyone in the UK has the right of “freedom of expression”. That's the right to voice your opinions and share information and ideas
with others. It's not the right to say whatever you want without regard for others’ feelings and values. We all have a responsibility to
use this right properly: being respectful and inclusive to others. Whether online or offline, communication attacking or discriminating

against groups or individuals (because of protected characteristics like race or religion) is hate speech, not free speech.

Free speech is a person's legal right to share information, opinions and Hate speech refers to any communication - like talking, texting or
ideas without fear of retaliation, censorship or legal consequences. posting online — which displays prejudice against someone’s identity.
This freedom of expression is recognised in international human rights Derogatory, demonising and dehumanising statements, threats,
legislation, and here’s what it does for us in our day-to- i i identity-based insults, offensive name-calling and slurs would all

[ count as hate speech. Here are some common forms it takes .. -~

The Human Rights Act h
1988 states that b :
everyone has the right Targeting people or groups because of who

to express themselves they are — including but not limited to
freely - evenif their aspects such as race, sexuality, religion or a

views are unpopular h disability - and verbally abusing them with
and might offend 1 1
others. ;

Freedom of expression encourages J‘ 4

slurs and name-calling. The Equality Act
listening to others and allowing opposing

2010 has more information on this.
views to be heard. It's important to respect | 3 ﬂ

someone’s opinion, even if we disagree .\ :

with it. Free speech lets us engage in 2 Content that dehumanises people based on
meaningful discussions with people who those same attributes: referring to them as if
feel differently. they were animals, objects or other

\ non-human entities, for example.
N\ Y

Any concept could potentially offend

someone. Galileo's ideas were incredibly
offensive to many at the time, while not
everyone agrees with Darwin’s theory
today. Freely exchanging ideas promotes
progress.

Calling for violence or hatred
against certain people or groups
and justifying and glorifying those

actions.
Co
]
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Free speech allows us to engage people
we disogree with in a debate. The ability
to challenge others’ views is healthy —
while having ours challenged helps us | Claiming that specific types of people are
learn how to deal with criticism and think | physically, mentally or morally inferior (or
deeply about what we say and believe. even that they are criminals) to encourage

_ mm others to view them in the same way.

Free speech is a powerful tool for change, n
justice and reform. Many modern UK rights ’

. - such as women being allowed to vote or i Making up or repeating insults about a

decent working conditions - couldn’t have L il person or group because something

boamEhiRuRS SHEIA ‘ : about their identity is different to the
person who's posting.

Promoting the segregation of
certain groups, or discrimination

Freedom of expression includes the right
not to do something, like not standing up

for — or singing - the national anthem. &

-
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Even though seme people would find that 3{\ against them, because of who
offensive, it isn't illegal. “%. they are.
- -r.l
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of relecase: 15.01.2024



At National Online Safety, we believe in empowering parents, carers and trusted adults with the information te hold an informed conversation about online safety with their children, should they feel
it is needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adults.

What Pareﬁrlts_ & Carers | IiIEEd to 'Knrgy__gbout
_PERSUASIVE DESIGNION

‘Per'suuswe design’ refers to the technigues that companies employ to influence our thoughts and
behaviours when we're on the internet. These approaches can be spotted on websites, in apps and even
as part of some video games. Persuasive design means that this content has been deliberately presented
in @ way that's intended to encourage you to spend your time or money (or both). These methods often
prove highly effective at keeping people engaged and invested for longer than we might expect.

¥ POTENTIAL ADDICTION

In the digital world, persuasive
design can make certain activities
more addictive and harder to walk
away from: some people may bogln
to feel anxious or irritated wi
access to their device or their
favourite app, for example. It can
also often leave users feeling
isolated, as - if they spend most of
b their time on social media - they
may start to find it difficult to talk to
other people in real life.

SENSORY OVERLOAD

Repetitively scrolling, clicking ﬁ

on links or playing games can
create an unending stream of new
information and visual stimuli. Put it
this way: social media isn't exactly |
renowned as a caraefree, chilled-out
environment. Such overstimulation
can become too much for young
people to handle, resulting in
sensory overload and causing them
to feel stressed, overwhelmed and
exhausted.

SCROL
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ITi =
COSTLY ADD! ONSE

Video games sometimes display
offers for downloadable content or
loot boxes which can be bought with
real money. While these
‘microtransactions’ temptingly
promise to improve a player’'s
gaming Bxperier'ui.‘e. maost of the time
they are money sinks. You le
in p.:;rtlculur. az‘cimd by thn?g m-a of
anhancing their game, could spend
quite a sizeable sum very quickly
indeed.

m = == ==
CONSEQUENCES
Hours spent sitting and scrolling
means far less time moving around
and getting exercise: hardly ideal for
a young person’s physical health.
Additionally, prolonged exposure to
the light given off by a phone’s
screan can lead to eya fatigue and
discomfort, especially if viewing itin
the dark. Extended phone use before
bed can also impact on sleep

quality, affecting mood and energy
levels over the following days.

J MENTAL HEALTH &
CONCERNS

Scrollin%onllna ar gaming without

regular breaks is proven to be
harmful to cur mental health. The
constant bombardment of news
stories (many of them negative),
images and influencers’ posts can
create sensations of unease,
uncertainty and FOMO (fear of
missing out). Young people can get
so immersed in this environment
that they become less likely to spot
misleading posts.

SCROLLING B
Social media can draw any of us -
regardiess of age - into a continuous
pattern of refreshing our screen,
following posts and links down rabbit
holes or reading countless comments
made by others. This aimless scrolling
can eat up time which could have
been spent on more productive
activities. It could also lead younger
users into areas of the online world
which aren't age appropriate.

oy
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ESTABLISH LIMITS ,@5 ENCOURAGE MINDFULNESS

Talk to your child about setting some time limits on how long they can

' use the‘{uphono tablet or console in the evenings or at weekends — or
perhaps how often thay can go on a spacific app, game or website. You
could also decide to involve the whole family in creating this shared screen
time agreement, making things fair (and healthier) for everyone.

Acknowledging any addiction is key in overcoming it - and compulsive
scrolling is no different. Iif anything mentioned in this guide sounds familiar, it
could help to have an honast, open chat with your child about how much time ~
thay spend online. Get them to think about how often they scroll through social

media aimlessly or habitually open it up whenever they have a spare moment. ‘

Lo W R S e - - A & W T8 RFYF ¥ b —
\ NIX NOTIFICATIONS @ MAKE A CHECKLIST
off push notifications and ®

Stop knee-jerk responses at the source by turni Considering a list of relevant questions can be an effective

alerts. Whether it's o gaming notification or a social media update, these of helping children figure out why they're scrolling on certain sites or
not-so-gentle reminders are designed to catch nur attention and lure us back consuming particular pieces of content. A checklist can prompt young pecple
to our device. Switching them off - or even deleting any particularly intrusive to ask themselves if they're learning anything or hanu!ltlng from this activity -
apps — can help prevent your child from being reeled back into the online werld. or if they're wasting their time. Taking a step back can sometimes help us to see

things more clearly.

. \ — r
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information te hold an informed conversation about online safety with their children, should they feel
itis needeod. This guide focuses on one of many apps which we believe trusted adults should be aware of. Please visit nationalcollege.com for further guides, hints and tips for adults.

Also known as Monkey Cool, this platform uims to fill the gup left by Omagle (which has now shut down}
by placing users in random video chats with strangers. Participants use their mobile number and
Snapchat username to connect to the service, where they can make matches, message other people
and join group chats. The mobile version has been removed from the App Store due to safety concerns,
. butiPhone owners can still access the site via their web browser. The app remains available on Google
\ Play, where its listing clulms that Monkey has mere than 30 million users worldmde.

SPENDING

While Monkey is free to download,

it nevertheless offers in-app

purchases promising to unlock

access to premium res. For
example, users who wish to make

use of ‘Knock Knock chat’ (Monkey's

text-based messaging option),

rather than the app’s

Chc:trnl;mlam-stz'dh random video

call ure, will need to tobe

AR, i Bﬁ

CONTENT @
The app claims to use Al to Q_d

detect sexual content or activity
that viclates its policies, ulmg with
having a 247 moderation team.
However, r in the media
continue to indicate that explicit
content remains commonplace on
' Monkey (including sexually graphic
or violent material) and is therefore
accessible to anybody who uses the
;:Bpp = including those aged under

‘ CONTACT WITH mmus:ous ON 4
STRANGERS PRIVACY e

20T
According to Monkey's privacy \
. policy, personal infermation (such |
as name, profile picture and date of

birth), user-contributed content

(any photos, texts, videos and L
screenshots shared) and each Lt
user's browser and IP address are
collected. That is a considerable
amount of data for Menkey to
gather on its users — and all of this
information is shared with third
parties.

The cbvious risk in accepti
random video chat partners is that
users cannot know what or who they
will see on their next connection.
Tnll:in to strangers is, ofm,
dangerous
ﬁtcmmm";a whngmlght be porsucgod
to meet up with these people offline.
The app lets users find each other by
location, increasing the chances uf a
child matched with a stranger
from their | area.

DISCUSS THE DANGERS ( RESTRICT IN-APP PURCHASING ¥
4 ~i . . .
Even if you're comfortable with your child using Monkey, it's still If your child is accessing Monkey via an Android device, you
important to talk about the potential dangers. It's crucial, for instance, can pravent them from making in-app purchases through the
that young people recognise the risks that stem from video chatting device's settings. If you do allow your child to use the site, we'd recommend
with strangers; that they understand not to share identifying that }mu enable this feature: young people have been known to spend —
information (like their street or school name); and that they know significant amounts of money in their desire to unlock more features in apps
what to do if they are exposed to inappropriate content. such as this.

‘N
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REPORT INAPPROPRIATE CONTENT ql;g!% | SPOTTHE SIGNS

Monkey states in the safety section of its site that "people are b\/ If you‘re concerned that your child is spending too much time on

iven the power™ and that, to a large extent, Monkey is Monkey — or that they may have been exposed to inappropriate or
self-governing.” If a user is exposed to sexually explicit or distressing content - it's important to watch for potential indications

inoppropriate content on the platform, they can select the 'police’ that they've been affected emotionally. They could be unusually irritable
emo|i in the top right corner of their screen to submit a report for or unable to concentrate, for example, or failing to complete their
Monkey's moderation team to review. homework or even to eat regular meals.
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Meet Our Expert

Dr Claire Sutherkand is on online safety consultant, educator and researcher
who has developed and implemented anti-bullying and cyber sofety
policies 1or schoots, She has writhen Warous ccademic papers and carmed
out research for the Australian governmant comparing intemet use ond
sexting behaviour of young peaple in the UK, USA and Australia.
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